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MAC algorithm

Document D
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Document D’

= Modification

Update expensive!
Doc length dependent



Incremental Cryptography: MAC

Document D
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Incremental Cryptography: MAC

Document D’

4/28



Incremental MAC

An algorithm is incremental regarding specific update operations.

m Insert n blocks
m Delete n blocks

m Replace n blocks at any position

An update operation must be cheaper than recomputing a tag from
scratch.
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Incremental MAC
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An algorithm is incremental regarding specific update operations.

m Insert n blocks at any position*
m Delete n blocks at any position*

m Replace n blocks at any position

An update operation must be cheaper than recomputing a tag from
scratch.

*Strongly Incremental



Previous Works

m Seminal paper by Bellare, Goldreich and Goldwasser (1994)

» Introduction of incremental cryptography,
» Security notions,
> Pairwise chaining XOR-Scheme (Strongly Incremental).

m XOR MACs: New Methods for Message Authentication Using
Finite Pseudorandom Functions (1995).

» XOR-Scheme (different from the chaining algo).

m A new mode of operation for incremental authenticated
encryption with associated data by Sasaki and Yasuda (2016)

> Replace and (Insert, Delete) at the last position

m Many other papers on various primitives.
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Advantages and Use cases

Incremental cryptography is useful to solve some challenges:

Computation on Big Data,

m Limited energy consumption (ex. mobile phones),

h
m Sensors (non stop recording data), A

m etc...

NETWORK
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Adversary Model
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Insert algorithm I(.,.,.)

D
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Delete algorithm D(.,.,.)
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Verification algorithm V(., )

b = 0: verification fails,
b = 1: verification succeeds.
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Security Notion 1: Basic Security Model

£:={(D',TY),...,(D%,T9}

MAC

Insert blocks

-9
D* ‘ Delete blocks
A

\J

Verification
A wins if >

A — (D*, T*) such that :

V(D*, T*) returns 1 and (D*, T*) ¢ L

*D', T e L!

13/28



Security Notion 2: Tamper-proof Security Model

£:={(D', TY),...,(D%, T9}

we @
*
[ . ‘ Insert blocks
D* ‘ Delete blocks

>
A
V Verification
A wins if » ‘

A — (D*, T*) such that :
V(D*, T*) returns 1 and (D*, T*) ¢ L
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Chained Xor-Scheme ('94)

m Pair block chaining algorithm m In: Document D (n blocks D;)
> F:KFx{0,1}* - {0,1}t = Out: Tag T such that T := (r,7)
> P:Kpx{0,1}t — {0,1}t

DO Dl D2 D3 e D’n72 D'nfl

1 1 1 1 1 1
To *’@ 1 4’@ T2 *’@ r3 4’@ Tn—2 9@ Tn—1

Ry Ry Ry R E R, R,

S~ T
SRR
I3 5 e I

A A\ A

r=rnllnll...||m-1and |ri|=¢—b
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Simple Forgery Strategy

Dy Dy

s

Cancellation Strategy :

m A asks a MAC on any document D and receives
T =(rT)
m Goal: Play with D to build D* such that ¥ = X*
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Example: 3-block document D

D = D()HD1HD2
T := (r,7) such that r := ro||n||r2 (Ri = Dil|r)
(Ro, R1) (R1, R2)

1 \

h @ ho = ¥
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Example: 3-block document D

D := D()HD1HD2
T :=(r,7) such that r := ry||ri||r2

(Ro, R1) (R1, R2)
{ {
h ) hy = ¥

Build D* and r* such that :

17/28

(Ri = Dillri)
R1, R>)

1

ho = X



Attack Example: 3-block document D

D= D0HD1HD2 and Ri = DiHri
T :=(r,7) such that r := ry||ri||r2

Build D* and r* such that:

(Ro,R1) (Ri,R2) (RyR1) (R, R2) (RosR1)  (Ri,Rw)
{ { { { { {

h b b b b he =

=0

D* = DOHDlHD2||D1HD2HD1HD2 T =7and T* = (r*,T*)
r* = nol|nl|ra||ri||r2||re]| 2 (D*, T*)# (D, T)
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Attack Example: 3-block document D

D= D0HD1HD2 and Ri = DiHri
T :=(r,7) such that r := ry||ri||r2

Build D* and r* such that:
(Ro,R1) (Ri,R2) (RyR1) (R, R2) (RosR1)  (Ri,Rw)

! | ! | ! |
h oM oM b =

=0

D* = DOHDIHD2||D1HD2HD1HD2 T =7and T* = (r*,T*)
r* = nol|nl|ra||ri||r2||re]| 2 (D*, T*)# (D, T)

More attacks in the paper...
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Modified Xor-Scheme 1

Remark: If T depends on the doc length, previous attacks faill
Idea: Add a block with block number n.

Dq D, Dy D3 - Dy n

1 1 1 1 1

To *}@ T1 @ ] *}@ T3 @ Trn—1 ;@
Ro R1 R2 R,5 c Rn—l Rn

\\/\/\/\ \/
PP F
hl h2 h3 h4 hn+1
D D D D T

m Remove the permutation,

m Use of a different key k> for the last F call (Domain separation).

19/28



Modified Xor-Scheme 1

Remark: If T depends on the doc length, previous attacks faill
Idea: Add a block with block number n.

Dq D, Dy D3 - Dy n

1 1 1 1 1

To *}@ T1 @ ] *}@ T3 @ Trn—1 ;@
Ro R1 R2 R,5 c Rn—l Rn

\\/\/\/\ \/
PP F
hl h2 h3 h4 hn+1
D D D D T

m Remove the permutation,
m Use of a different key k> for the last F call (Domain separation).

Still vulnerable...
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Modified Xor-Scheme 1: Attack

ha

I:]!II I!ill[ !::!III (o) I!illl rn
D(0, ., Do, T1) hl
n

1(0, Dy, ., Do, 72) hy ho
;- o n

ha
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Modified Xor-Scheme 1: Attack

Do | [Dy]

I(2, ., D1, D>, 7'1)
Do ]

Do ] [D4] [22]

21/28

ha

rO r1 2 T1

h

1
rn 1 T2

hl hgl

ro! r 2 T3
1

h Py hs

Dol ro | D) | [D2fr 3

T4

hy"



Modified Xor-Scheme 1: Attack ha
m m o n 2 T1

n 1 T2

P ————
hy' hy'
;- ol [Ddnl [2] m
hl—’_/

h
ho 3
D] [D1] [ ] Dolro | [Didn | [Do]r] [3
hlv h2” h3 T4
D* = [Do] [D1] [22] Dofro’| (Do [D2fro| [3 |
hy"

r* =r'||nl|r2

TF=T1 BT3P T
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Modified Xor-Scheme 1: Attack ha
m m o n 2 T1

n 1 T2

|
hi' hy'
;- Lol ) [Dudnl (2]
hl—/—/

h
ho 3
D] [D1] [ ] Dolro | [Didn | [Do]r] [3
hlv h2” h3 T4
D* = [Do] [D1] [22] Dofro’| (Do [D2fro| [3 |
hy"

r* =r'||nl|r2

TF=T1 BT3P T
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Modified Xor-Scheme 1: Attack ha

m m o n 2 T1
n
rn 1 T2
N————
h1, h2’
;- ol [Dnl [2] n
% ho hs
Do r n nl [3
hl’ h2” h3 T4
D* = [Do] [D] [22] Lo r| [Dafn| [Pafr| [3 |
hy"

r* =r'||nl|r2

TF=T1 BT3P T
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Modified Xor-Scheme 1:
D]

o] [D1] [22]

p* =[] [B1] [E]

r* =r'||nl|r2

TFN=T1® T30 ™
23/28

m I0) n 2 T
M
rn 1 T2
N————
hy' ho'

2] nl [2]
K e b

Do | ro

Ludn ] [D]r

hl h2 ! h3

Ta

[Do'f ro') [Difjn| [Dafr| |3 |

hy'



Modified Xor-Scheme 2

l)o l)l l)g l)g ce l)nA,l n

i i i i i |

ro H@ T @ o H@ T3 @ Tn—1 @ T @
R() Rl RZ RS e Rn—l Rn

\\/\M
DRPR B
hy ha h3 hy h o

m A fresh value r, for each update operation.
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Modified XOR-Scheme 2: Security Proof

m A makes g (mac and inc) queries and 1 verify query

1 (Dé7D1;""7Dt;1—1) (r(i,rll,...,rél) 1
2 (DO7D1""7Dt2—1) (ro,rl,...7rt2) T2
i (DyDj.....Djy)  (r.....)  m \ mac/inc
. D pi D’J e r” queries
J (D}, Dy, ..., tj—1) (rgsrs---,s tj) Tj
q (Dg,Df,....Df ) (rgsrseord) Tq
Verif
1 (Dg, D5, ...,Df 1) (g, s, ) T* } query

Follow the security proof strategy of "XOR MACs" paper.
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Modified XOR-Scheme 2: Security Proof

1 (D87D%,...7D}1_1) (r&,rl, ,rtll)
2 (Dg,Dlz,...,sz_l) (r02,r12, ,rtzz)
i (D(’;,D{.,...,D{j_l) (ré,r{, .,rt’:’_)
i (DhDL..D ) (B )
q (Dg,Df,...,Dgfl) (rg,rf,...,rg)
1 (D§, D5, ...,Df 1) (rg,rfs..,rf)

m Case 1: 3(i,j) st r{. = r,, — Birthday Bound

26/28
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Modified XOR-Scheme 2: Security Proof All different

1 (D§7D1;,...7Dé1_1) (ré,rll,..., rél ) 1
2 (DO,Dl,...,DtZ_l) (rgsris--s i) T
i (D, Dj,...,Di_ 1) (rbyrd, oo rl) T mac_/inc
. D pi D’J Jo rJ’ queries
i (OpDh D) (RBedeend)
q (Dg,Df,...,Dgfl) (rd.rf,..., rg) Tq
Verif
1 (Dg,D;,...,D;4) (r.rfy-.rf) ™ } query

m Case 1: 3(i,j) st r;, = r{, — Birthday Bound
m Case 2: V(i,j) rl # r{J
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Modified XOR-Scheme 2: Security Proof

1 (D}, Di,. ..,
2 (D3, D%,...,

i (DO,Dl,---,
.j (D{)aD{a"'v

q (D, DY, ..

1 (Dg, D}, ...

m Case 2: V(i,j) rl # rl
> Casea: Vie {0,...

1,1 1
(rO,rl,...,rt1

(rg,rlz,..., s
(r(lJvri{v ,I’,{!_)
(r,r,.. L)

) # (i)

— Fi (D} 1|1 ||t]|rf) impredictible
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Modified XOR-Scheme 2: Security Proof All different

1 (D(%?D%’ Dtl 1) (r(:Jl?r]]_-a"'u rt?“ll ) 1
2 (Dg,Dlz,... th 1) (roz,rlz,..., rt22 ) T
i (DyDf..Di)  (drleirl) i \ mac/inc
. ! / ueries
J (D{)aD:jla"'vDéj_]_) (réar]j_v 9 ré ) Tj q
q (D§, D7, ..., th 1) (rgsrlseeosri) Tq
N . Verif
1 (D§, D5, ...,Df ;) (rg,rfse, ) T } query

m Case 2: V(i,j) rl # rl

> Case b: 3i €{0,...,q} st (t*,r]) = (t;,r})
Inputs of Fy,: 3 at least one block (Dy||ry|[Dyy1llraie)
# all input blocks (D} ||r!||Di,4||r}.1)
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Conclusion

m Modified-Xor-Scheme strongly incremental and secure,
m Not suitable in practice,

m s it possible to have a strongly incremental MAC that is
practical?
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Conclusion

m Modified-Xor-Scheme strongly incremental and secure,

m Not suitable in practice,

m s it possible to have a strongly incremental MAC that is
practical?

» Yes? Which design
» No? Impossibility result
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Thank you for your attention!

Questions? ?

Je
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